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GDPR

Controller

means the natural or legal person...
which, alone or jointly with others,
determines the purposes and means of
the processing of personal data

Processor

means a natural or legal person... which
processes personal data on behalf of
the controller

Third party

means a natural or legal person... other
than the data subject, controller,
processor and persons who, under the
direct authority of the controller or
processor, are authorised to process
personal data
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CCPA

Business

collects consumers' personal information,
or on the behalf of which such information
is collected and that alone, or jointly with
others, determines the purposes and means
of the processing of consumers' personal
information

Service Provider / Contractor

processes personal information on behalf of
a business and that receives from or on
behalf of the business consumer's personal
information for a business purpose
pursuant to a written contract....

a person to whom the business makes
available a consumer's personal information
for a business purpose, pursuant to a
written contract with the business.

Third party - none of the above
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ARTICLE 28 GDPR - PROCESSOR

processes the personal data only on documented instructions from
the controller

including with regard to transfers of personal data to a third country

ensures that persons authorised to process the personal data have
committed themselves to confidentiality

takes all measures required pursuant to Article 32 [security]

respects the conditions referred to in paragraphs 2 [advance
permission] and 4 [subject to the same obligations] for engaging
another processor;

assists the controller in ensuring compliance with the obligations
pursuant to Articles 32 to 36 [security; data breaches; impact
assessment]...

deletes or returns all the personal data to the controller after the
end of the provision of services relating to processing and deletes
existing copies...
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GDPR: PROCESSOR / CONTROLLER

Controller
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CCPA SERVICE PROVIDER /
CONTRACTOR

“Service provider” means a person that processes personal
information on behalf of a business and that receives from or on
behalf of the business consumer’s personal information for a
business purpose pursuant to a written contract, provided that the

contract prohibits the person from:
(A) Selling or sharing the personal information.

(B) Retaining, using, or disclosing the personal information for any purpose
other than for the business purposes specified in the contract...

(C) Retaining, using, or disclosing the information outside of the direct
business relationship between the service provider and the business...

(D) Combining the personal information that the service provider...
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CCPA BUSINESS PURPOSE

1798.140.(d) “Business purpose” means the use of personal
information for the business'’s or a service provider’s operational
purposes... provided that the use of personal information shall be
reasonably necessary and proportionate to achieve the operational
purpose for which the personal information was collected or
processed or for another operational purpose that is compatible
with the context in which the personal information was collected.
Business purposes are:

(2) Detecting security incidents, protecting against... illegal activity...

(4) Short-term, transient use, provided the personal information that is not
disclosed to another third party and is not used to build a profile about a
consumer or otherwise alter an individual consumer’s experience outside
the current interaction...

(6) Undertaking internal research for technological development...

(7) Undertaking activities to verify or maintain the quality or safety of a
service or device... and to improve, upgrade, or enhance the service or
device...



AND ALSO...

1798.145.(a) The obligations imposed on businesses by this title shall
not restrict a business'’s ability to:

(1) Comply with federal, state, or local laws.

(2) Comply with a civil, criminal, or regulatory inquiry...
(3) Cooperate with law enforcement agencies...

(4) Exercise or defend legal claims.

(5) Collect, use, retain, sell, or disclose consumer information that is
deidentified or in the aggregate consumer information.

(6) Collect or sell a consumer’s personal information if every aspect of that
commercial conduct takes place wholly outside of California.
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Customer authorizes Processor:

to create aggregated statistical, non-personal data and to calculate statistics
related to Customer Data without accessing or analyzing the content, for the
purposes of:

billing and account management, compensation such as calculating
employee commissions;

internal reporting and business modeling, such as capacity planning, and
product strategy; and financial reporting

compliance

Processor will app% principles of data minimization and will not use or
otherwise process Personal Data for user profiling or advertising.
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ADEQUACY nin'mn% EEA nn xix

(DPF 9710) Adequate / nin'7in nin*m?

A transfer of personal data to a third country or an international
organisation may take place where the Commission has decided that the
third country... ensures an adequate level of protection

personal data can flow from the EU (and Norway, Liechtenstein and
Iceland) to that third country without any further safeguard being
necessary. In other words, transfers to the country in question will be
assimilated to intra-EU transmissions of data.
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In the absence of [an adequacy] decision..., a controller or processor
may transfer personal data to a third country or... if the controller or
processor has provided appropriate safeguards, and on condition

that enforceable data subject rights and effective legal remedies for

data subjects are available
Standard Contractual Clauses
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A.LIST OF PARTIES
MODULE ONE: Transfer controller to controller
MODULE TWO: Transfer controller to processor
MODULE THREE: Transfer processor to processor
MODULE FOUR: Transfer processor to controller

Data exporter(s): [Identity and contact details of the data exporter(s) and, where applicable,
of its/their data protection officer and/or representative in the European Union]

1. Name: ...

Address: ...

Contact person’s name, position and contact details: ...
Activities relevant to the data transferred under these Clauses: ...
Signature and date: ...

Role (controller/processor): ...

]

Data importer(s): [Identity and contact details of the data importer(s), including any contact
person with responsibility for data protection]

1. Name: ...

Address: ...

Contact person’s name, position and contact details: ...
Activities relevant to the data transferred under these Clauses: ...
Signature and date: ...

Role (controller/processor): ...
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SCC n mpy

Replicate GDPR:

Purpose limitation, transparency, accuracy, minimisation, security, sensitive
data

Onward transfers, sub-processors, documentation, compliance
Data subject rights, redress
Liability
Plus:
Obligations of the data importer in case of access by public authorities

Safeguards

19
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CONTROLLER / PROCESSOR
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Traditional role and professional expertise, not necessarily to

process data but to represent the client’s interest before a court.
(WP29)

An attorney should be considered a controller when a client has “little
understanding of the process the solicitors will adopt or how they will

process the personal data” during the course of providing a
representation. (ICO)

Self-employed barristers are data controllers of their client’s data. They are
not data processors. (Bar Council)

Attorneys are acting as controllers when processing personal data of their
clients. (Datenschutzkonferenz)
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CCPA: SERVICE PROVIDER /
CONTRACTOR

business purposes a7 niy'ma Mni* NN

N7 7ax

Short-term, transient use... provided that the consumer’s personal
information is not disclosed to another third party and is not used to
build a profile about the consumer or otherwise alter the consumer’s
experience outside the current interaction with the business

NN'YUN DYWL YT'Nl win'y
Processor-Controller :GDPR
Service Provider :CCPA
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3- ADDITIONAL DOCUMENTS WUNRIN YR K77 7900 T 7Y nianwn 2o

This Order Form is governed by and incorporates the following documents as may be amended from time to time.

D'YUTN MUN-'790 1IY'R |1DAIN

“Data Processing Agreement for Cloud Services ("DPA")" published under [Link].
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12. New Sub-processors

Processor may appoint new Sub Processors and shall give notice of the planned appointment of any new
Sub Processor through an email from privacy@cloud.com or via Trust Centre [Link]. Customer may
reasonably object to Processor’s use of a new Sub-processor, by notifying Processor promptly in writing
within three (3) business days after receipt of Processor’s notice of any such intention.

In the event Customer reasonably objects to a new Sub-processor, Processor will use reasonable efforts to
make available to Customer a change in the Cloud Service to avoid Processing of Personal Data by the
objected-to new Sub-processor. If Processor is unable to make available such change within thirty (30) days,
Customer may, as a sole remedy, terminate the Agreement and this DPA with respect only to those Services,
by providing written notice to Processor.

Processor will enter into a written agreement with each of its Sub-processors that will contain data protection

obligations equivalent to those in this DPA. Processor will not be liable for acts or omissions of its Sub-
processors to comply with the terms of this DPA.
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13. Return and Deletion of Personal Data

Within 60 days following termination of the Agreement, Processor shall, at the choice of Customer delete or
return to Customer all the Personal Data it Processes, and Processor shall delete existing copies of such
Personal Data unless Data Protection Laws require or authorize the storage of the Personal Data. To the
extent permitted or required by applicable law, Processor may also retain a copy of the Personal Data for
evidence purposes and/or for the establishment, exercise or defence of legal claims.

Security logs that contain Personal Data will be automatically deleted by Processor after three (3) months.
Customer may extract and download copies of the security logs by itself at any point.

Schedule 1 Description of the Processing
A
B. DESCRIPTION OF TRANSFER AND PROCESSING

Purposes of Data Transfer and Further Processing: Nature of Processing

Personal Data is subject to the following Processing activities:
use of Personal Data to set up, operate, monitor, provide and support the Cloud Service (including
operational and technical Support).

. continuous improvement of Cloud Service features and functionalities provided as part of the Cloud
Service including automation, transaction processing and machine learming.

provision of Professional Services or Consulting Services.
storage of Personal Data in dedicated data centres (multi-tenant architecture).

release, development and upload of any fixes or upgrades to the Cloud Service.

back up and restoration of Personal Data stored in the Cloud Service.
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1. Compliance with Applicable Privacy Laws " . "
where applicable" *11x

The Hotel agrees to fully comply with all applicable laws and regulations governing the privacy, security,

storage, transfer, and use of Personal Data, including without limitation, the General Data Protection

Regulation EU 2016/679 (the “GDPR"), the United Kingdom Data Protection Act of 2018 (the “UK GDPR"), '\'1I1U]I|7 N'nY X 2V , 0019 NIY'OIN NN NYTAN

the California Consumer Privacy Act of 2018, as amended, including by the California Privacy Rights Act (the

“CCPA"), the Swiss Federal Act on Data Protection (the "SFADP”), the Brazilian Data Protection Law (the

“LGPD") and the Japanese Act on the Protection of Personal Information (the “APPI") (the “Applicable Data NINX N'71an
Protection Laws").

2. The Personal Data INIMNNX DX TINA 7220 (N1y'01n YNK) VTN 1'avn

To the extent permitted by the Applicable Data Protection Laws and subject to the conditions, warranties, and 7D PA-1 D'Dlnl7 7OMY NIMANA D710 OXN

undertakings set out below, the Agency shall provide the Hotel with the Personal Data regarding the Agency’'s
Customers for the purposes of providing the Services to the Agency’'s Customers in accordance with the

terms of this Agreement. ANYAN NN nnYwn

The Hotel must not access, collect, store, retain, transfer, use, or otherwise Process in any manner any
Personal Data, except: (i) in the interest and on behalf of the Agency; and (ii) as directed in writing by
authorized personnel of the Agency. Without derogating from the foregeing, the Hotel may not make Personal
Data accessible to any subprocessor or transfer Personal Data, except as set forth in this Agreement or by
written instructions from the Agency.

o. Limitation of liability

THE HOTEL UNDERSTANDS AND AGREES THAT THE PERSONAL DATA IS PROVIDED ON AN AS IS
BASIS AND THAT THE AGENCY CANNOT MAKE ANY EXPRESS OR IMPLIED WARRANTY OR
REPRESENTATION CONCERNING THE ACCURACY, COMPLETEMESS OR USABILITY OF THE
PERSONAL DATA. THE AGENCY THEREFORE CANNOT BE HELD LIABLE FOR THE PERSONAL DATA.
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10. Transfers from the EEA to other countries

If the Processing of Personal Data by Processor includes transfers from the EEA, Controller and Processor
will enter into the Standard Contractual Clauses, attached hereto as Appendix 1.

In such case, the following provisions shall apply:

|.MODULES ONE TO FOUR shall apply to the transfer from the Data Exporter to the Data Importer, as the
case may be.
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II. In clause 9(a) (Use of sub-processors Clause), OPTION 1: SPECIFIC PRIOR AUTHORISATION shall r}'alJk '™ NnIRY
apply, but shall be further subject to the mechanism set out in clause 5 of this DPA.

Il. In Clause 11, the optional paragraph shall apply. nDITN'? TN YRR VTN

IV In Clauses 17 & 18, the Parties agree that the governing law shall be the law of Switzerland, and the ?RIN'TDY 7V TN |'T NT'X

Parties submit to the jurisdiction of Swiss courts.

V. Clause 12(c) of the Standard Contractual Clauses (Liability Clause) shall be amend as followed: 1aKRN I7”1I7 non'"nn KNix'n ]'||]|7]1'7 2 mpn
“Motwithstanding paragraph (b), the data exporter shall not be liable to the data subject, and the data subject

shall not be entitled to receive compensation, for any material or non-material damages caused by the data RRDbN '71, ﬂI'XP]O |'N 13 ||I7'n1 D2

importer to the data subject by breaching the third-party beneficiary rights under these Clauses”
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